like this?
you can print mare v

Ffor free ¥
hH‘p://Jvns.ca/zines

CC-BY-NC-SA
Solia Evans, strace wizard wow fun industries 2015

how to8py:

—

rd s 7 y l

on your programs with
Y,

Listrace]

&%

in which welearn., ..

4 how one standard Linux vtility G

& P o e
N %

Can make you O ;}MIZARD} %,

—

- 7

K why wou should @ your Q?operac\r.‘rmjv

. System v

X +that sys‘}em calls are THE REST
(and what my Tovourites are)



who mokes —l:\nis'ﬂ

Tm :Sb\lal T look kind of \|ke thise

\(\0.\ \“?*oP
o 5@ ‘

1 found out last uear that understanding your

Opercd-ing Stjs‘\'em’s intecnals o liHle more makes you
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and it was SO FUN and I wanted to tell
EVERYONE. So I'm {'e\ling \/00'. NI
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TVve written like 7 posts about
strace becouse T hcwe on
Unhealthy cbsession. They're at
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(In\{:requentls asked questions:

Q: Ts there strace on 0S X¥
: No but you can tey dtruss!

A
Q: CanI strace strace?

A: Yup! Tt uses the ptrace system call.
Q

A

: Should I strace my Produc‘l‘ion database?
* NONONONO. Tt will ran MUCH more
SlowlS never do this.

O

: Tsthere a way to trace system calls
+hat won't slow down my prog.)rqms'<

A: Sometimes you can vse per'F j'o_'a_ce on
newer Linux versions
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More senous\s obvious\g there's a. TON more to
(earn about operating systems ond many Forther
levels of wizardry. But T find just strace by itself tobe
on incredibly usefdl tool.

Anc\ So lcuﬂ\. On on o [2-hour ‘fra.in ride 'From
New York to Montreal, T had no book and no internet

so T just started stracing programs on my computer
and I could ‘l.‘ofalla see how killall worked without
readm3 the source code or ANYTHING.

and i} helps me debug all the time Q

* happg sfracinﬂ *

Y a ‘tins manifesto ©

operod‘fnj 5\/s+em5 are.

* AWESOME
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the strace zine thinks:

~Yoor computer s yaors

- your 0S is yours

- Open licenses mean you can
READ AND CHAN GE THE CoPE !

- Linux is REALLY COOL

- Just because Some Linux Kemel devs
. i (cough Linus cough)
oct like Jerks doesm”" mean We

Can't s\l learn AWESOME STUFF
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Sometimes T'm looking ot the output
of arecvfrom and it's like

what is this strace thing 1977 \I_lj@

onced G is for ;
PR %% 7 g Skrings!] | evirom (6, Au the the monster.)
)’ ‘_E“ - g &0 0{’\' ond OH NO THE SUSPENSE
P STrace y 1s a program on Linux )€ S —
Ll pted Linox ) iStrace -s 800 E will show you the first
SPY on ST T TTTImT I

800 characters of each S'l'rinj. T use

thot s you Haspecd whal ol program it all the time %

s doms withoot
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Let’s Se‘t real. No matter what, strace
prints too much damn output. Use

- adebugger is for
-orthe source code output !

-or even know:‘nﬁ the prog ramming
VAP

lanf}‘)age ot all (21121 how can i+ bel)
= WIZARD S % @snfj it all together: |
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and sort 'H\rogh it later.

Have no idea which file the file
destripor “3” refers 07|~V } is

aﬂas in newer versions of strace and

i show you filenames instead of Aust

nombers!
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Want to spy on a ssh session?

— — e — o — > — ot —— — — o — -

) \
1Strace -f-o ssh.txt ssh juliabox.com ¢
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To understand how this works, let’s

talk o lithe about ¢ OPerating
Systems

See what files o Dropbox sync pracess is opening?
(with PID: 230)

- —_————— - — - — - - -

;)S’crace -f -p 230 -e open ;
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Strace command line
£ lags T

ovecwhelmed by all the system calls
you dont understand ? Try
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 strace -e open |

) - -
—— - = ————-

and il just show Yoo the opens. much simpler Q)

o
VAR R RS a
Does your program stact {§ubproesses’s 7

Use to see what these are doing too.
Or just always vse -f | That’s what I do.

s
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OH NO I STARTED THE PROGRAM
6 HOURS AGO AND Now I WANT TO
STRACE IT”
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Do not womj[ Sust find your
process's, PID (like 747) ond
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\Aﬂ\'j you should @ your
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& Joperating sys‘l'em\: ¢
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SOMQ ‘H\ings it does for you:

- unde cstand how your hacd drive works and
how the file system on it organizes the bytes
into files so govcan just read yoor damn filed

- run code every time you press a key so
that you can type

- imp\emerﬂ' neerorkinﬁ pco’roco\s like TCP/ZIP so
that you Can %eJr H@b—?ﬁﬂf‘_‘) Pic+u(e_s of cats

from the internet
~keep track of all the Mmemory every Process is vsing !

- bqsfca\lj Know everg'&hmj about houw all your
harc\uare works <o you can \')u.d‘ write
P“’S“‘”\S‘- Q
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" SO greod: 3
)

a7



but \,Jo\ii‘, Sulia, how do MY programs
use. all thss g(eod' stuff +he
Operocting system does ¢

%OLL
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irﬂ‘er%ace

System calls are the APE  for

\our opecating System
o f N —

%wan—} to open aFile? use and then
read and \weife) toiy

Send:(B doto over o nefuwork? Use \connect]
Yo open o connection and and
pictuces of cats.

Eﬁ(_‘:} Pfosram on 300( compu'}er (s Usmﬁ

—

System calls all the time to manage memary,
weite files, do nefworking, and lots more.
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{_Strace -f -e execve ./scriptrb

Some¥imes o program is Senc\ins
network rec]ues‘l's to another machine
ond T want to know WHICH ONE.
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1Strace -e connect
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Shous me every IP address o program
connects to.

What's fun? Sp5m3 on network ad‘ivi'l‘«j
1s fon. If you have o HTTP service and
you're debusging and fo'fo.\\'j ot your
wits' er\d, mnge_ s time to loock at
whatls REALLY EXACTLY being sent
over the network...

these are your pals Q@

M5 first day of work,, o Ruby

script thot ran some ssh commands
wasn't working. Oh nol

But who wants o read code to find
ouvt why? Ug\’l-
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Zold us what the problem ssh
commond was, and we fixed it



mu Favorite a first cop of strace

535{-em callg

Yoo mtghf think with all this talk

of oPercd‘mﬁ sgsﬁms and .S&s‘}em
Have you ever nof been sure what calls +that Lsing strace is hadd.
Configuron‘ion files a program is Usins?
THAT NEVER NEEDS 10 HAPPEN TO
YOU AGAIN LU | Skip the docs
and head shraight for:
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o e - — e —— e - = = . ——— e = '

open
(De-Hmﬁ stacted is easyV I vou
Upan

have o Linux machine T want 4 ou

to f{s i+ RIGHT NoW -

} strace -f -e open mplayer Rick_AsHeg.mp'ﬁ‘:.
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| 24,
Run: 1‘5‘6race ls | #med
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Therels o LoT of output and it's prethy

D Con’fusins at irst. Te annotcled some
rograms write logs. Id
or You on the next page J

write

ks you‘re Sure your program is wrihng
VerS Impor‘fani' T nformotion but don't know
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‘f:ry s‘}rqcinﬁ more progcamsY Google +he
Sy.s'}em calls ¥ Doan't worry i you don't
undecstand E\le(g"\\ing'{ T suce don't]

what or where y :Strace :(;_yr_i:}(_’._“,
may be for you.
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!Ireqd '\ is Pre’cf5 great too.
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annototed strace

Whea you run strace, you'll see thousands of lines of
0U+PU+ \;ke. this:

$ strace 1s /home/bork/blah

execve("/bin/1s", ["1s", "/home/bork/blah"], [/* 48 vars */]) = 0
brk(0) = 0x172c000
stat("/usr/local/lib", {st_mode=S_IFDIR|0755, st_size=4096, ...}) = 0
open("/etc/ld.so.cache", O_RDONLYIO_CLOEXEC) =3

fstat(3, {st_mode=S_IFREG|0644, st_size=180820, ...}) =0
mmap(NULL, 180820, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7fe04e3f7000
close(3) =0

open("/proc/filesystems", O_RDONLY) = 3 fstat(3, {st_mode=S_IFREG|0444, st_size
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7fe04e423000

read(3, nodev\tsysfs\nnodev\trootfs\nnodev\tr ., 1024) = 334
read(3, "", 1024) =0
close(3) =0

stat("/home/bork/blah", {st_mode=S_IFDIR|0775, st_size=4096, ...}) = 0
openat(AT_FDCWD, "/home/bork/blah", O_RDONLY|O_NONBLOCK|O_DIRECTORY|O_CLOEXEC) =

getdents(3, /* 3 entries */, 32768) = 80
getdents(3, /* 0 entries */, 32768) =0
close(3) =0

fstat(1, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 4), ...}) = 0
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7fe04e423000

write(1, "awesome_file\n", 13)
close(1)
munmap(0x7fe04e423000, 4096)
close(2)

exit_group(0)

Studies show this is not self- explanatory

(me asking my Friends if it makes sense and NopE NoPE)

&K lets learn how to interpeet strace oufput 4K

1999, execve(fusr/bin/ssh’, [*ssh’, “jws.a]) = O
® @ B ‘*@3”
® The process IO
@ The name of the system call (execve starts programs cllj\
® The system call's arguments, in this case a program to
stact and the argum ents to start it with
@ The refurn valve.

3

1
0
0
0
?

LU L I | 1

il +he name
of the
syscall

open with

filetoopen  read/write permissions

¢
open (*awesome.txt’ O_RDWR ) =3 ~ &scphor

The 3. here is a file descriptor number; Internally,
Linux +eacks Files with numbers U You can see all
the file descriptors for process ID 42 and what
they Poirﬂ‘ to by doing

e — - ‘5-?0r P,\-of
P
‘\ls -1 /proc,/Ll’L/Fd ) s“ed
%
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e
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e nomber of

hat
what gt read o br)-es read

read(’s wow! yay! ") =9

TF you don't understand Someﬂn‘nj in your strace output :

* 145 normal! There ace lots of syscalls.
‘frtj reading the man pqse foc the system calll
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H’YIan L open N

h—-—————‘

* remember that Jus‘]‘ undersi‘andmg
read »wrife + open  execve

Can take you & l0n3 wa Y



