*4 4:4

‘ like this 7

You can print more v
for free V
h'H‘p'//JVns ca/zines

S
O
»':‘ e
%’J»

Ehe
*4

CC-BY-NC-SA wizad industries 2017

NE“ WoR Ngl
=T

HEY, \TS NOT
Go BAD!LETS
/. (LEARN THE IDEAS <@

“NONE AT A TiMEY




cast of characters

in your house.

1
5 @y A

our lopto your . h
/ P program operating 7Iolruorqueo:l ©

(that you use (SJS'}Q”P‘\ +o
ow
to look of C,&’]'S) d:(:\:si'warkinj)

compu’tecs 300'11 tak to

JVns.co. DNS
DNS server

server (Knows which
(hqs cat server hosts
Pl('l'U('E) )VY\S.CQ)

the ca Pidure_
\Ne're dﬁwﬂ\oadins

in the middle

7

= g .
inter mediote routers

on the internet Packejrs 1

O thanks @
for reading

1¥ %OUL want to know more abou’ nelworking:

— make nefwork rec[quSf P\mé with

— beej’s guide to network programming s
a useful +‘Funn$ quide to the socket
APL on Unix systems,

—» beej.us /guide /oanet ¢—

—» His\r\ Performance Browser Networ k:‘n%
is a. kTantastic X and practical guide

to what you need to know abeut networ king
to make fast websites.

You can read i+ for free at:

- hpbn.co -

Thanks to Kama) Machobi, Ches kanich, and
and Ada. Munroe for reviewing this?

Cover art bg the amazing Liz Baillje



wireshark
Wireshack is an tool for packet

Qnalljsis. Here!s an exercise Co learn it 1 Ronthis:

- - - — - - ——— = —_—— ke ® cmcaccimmcccaees |

'a‘- sudo tep duwyo po-r-i' -8’0 W _h_t:(__P_' E‘f‘}_P;

—— — ——— s e e e e o e e, et et e

While thats running, open mefafilter.com in your browser.
Then peess Ctrl«C to stop tepdump. Now we have a peap!

Open http.pcap with Wireshark.
SOMQ quesh‘ons SOU can 'Erg) to answer:

©) Whoat HTTP headers did your browser send to

metafilter.com? . I
(hin’t: SQOJCh ::f_ro:me contains “(DE_T—-E)

- —— = —— == -

o = o e e m - - -

@ How Mmany Packe'}S wece exchanﬁeo( with

. 2 e
me+a—F| (+€r. Com ~S~§-e'f-y.e.r—-: ________ [ P(Jf ‘the IP -F(om
(hint: seacch .I(‘.P-ds’(‘ :f_s_q_'_(:.z_'% ..")“ ping metafilter.cam”
"""" here

\:\“(eskﬁrk makes it easy to look at:
* TP addresses and ports
* SYNs and ACks for TCP traffic
* exaclly what's happening with DNS requests

* and so much mare. T4's o great way Yo
poke around and learn.

wWhat’s this 77

L\i‘! T'm Julia,
e tuitter: @b0rk
blog: hitp:/jvns.ca

T Pu'l’ qpic‘fure ot a cat onthe jnfemet here:
phd jvns. (_a/(.od‘.pmz( & (Qo ]ook!)

Tn this zine we'll learn everything (mostly)

SveryThing 4
that needs to happen to qet that cat picture
fmm rmé server to Sour lqp'rap-

M\( 800.1 is To he\p ge']' you from

me after 1d
been working

T've heard about some

of these HTTP/DNS /TCP b
Fhings but T doa't understand 3 4° 2 lt‘;er for
how they work exactly or a year
how they ol) £i+ fogether
e me now

There's a. nefwocking
problem! T ‘l'oi‘alb

know where To stact)

to...




* X ovur stor: ul"Kul"K
4*4“" the pocket, X

Al data s sent over the internet in . A
acket is o secies of bits  (Owoowan....) and it's
sPth into sections (or “headers ")

Here's what a UDP packe‘]" ‘fha‘}'sags

“mangotea” losks like. ITHs 56 bytes inalll
(Yoo bits)

Solia I don't We are going

understand this o work on

diagram explm‘m‘/g it?

< 84 bits 2 o E
ernet £

destination MAC source MAC addr heQJer{ame

y byi‘e_s U"l by"'es\

< 32 bits >
packet length 160 bids

IP header 20 bytes

This tells routers
what IP 40 send
the packet to.

64 bits
UDP header 3 bytes

(a Tcp packet would have q
TCP header instead here)

TTL

Source IP pddress
Destination 1P address

source port destination port

The packet’s “cantents”
go here. ASCIT

chacacters ace 1 byle

so "mangotea’ = 6% ‘17?)2

SSL/TLS

(TLS :never verston of SSL)

When you send o Packe‘l‘ on the

im‘eme’r, LOTS of pecple can
po‘l‘en’r;al(«j read 1t.

that person is
HMMH.

Unencrypted
wifi

SSL encryp'i'.s your packets:

old packet} TPaddressrport §NEW packe‘[‘
4y3 is the N

to: 9.9.32.94:443 SLH -Hne;ame to: 9.4.32.94:443% vsual &SL per
from: 31.9%.1.2.:99¢ from: 31.94%.1.2.:99¢

l"h"_","'""'""""'-"
ihere is my secret !
: lemonpierecipe |

]
’
)

ymToTS s T e ) no\)oég'.s gonna
) x 8; foeJqaexi¢
; i0d73, 8b"5; kK| know the secret

- e "o Y

=

i pie recipe NOWT

R SRS

What happens when you 8o Yo htps: / jvns.ca.:
here’s my SSL here's mi half
@ certificate of the key
exchomae
client server my half of +he E)
key enchange client secver

(very simp lified)

Once the client and secver agree on o key for the
session, fheg can encrypt all the communication {kej want.

To see the certificate for juns.ca, run:

$openssl s—client -conect jws.ca:4y3 -servername juns.ca

TLS is recdl:j complicated. You can use a toal like SSL Labs
to check the secwia‘5 of your site.



Notation time V

Peo Ple describe qreups of IP addresses

Using C\DR netatian,
example C\DRs .
important examples
10.000/8 10%xx 10.0.0.0/8 and 192.168.0.0/16

CIDR range of IPs
10.9.0.0/1b 10.9.». * and 172.16.0.0 /11

Gre ceserved for
10.9.8.0/24 10.9.8.% local ne{'work'm%

In CIDR no{‘a’c.on o /n gives you 2
IP 0ddresses. So o /24 s 2%=256 IPs.

/L‘HS impori‘anf to represent groups of IP addresses

e—%‘fc;en-Hj becauvse rouvters have LOTS To DO.

=

fouter

iS5 192.168.2.2 in the sdbnet
192.168.0.0 /167 T can do some
really fast bit arith metic and
find out V

10.9.0.0 is this in binary:
Q0001010 00001001 00000000, 00000000
M
fiest 24 bitsg

10.9.0.0/24 is all the IP addresses which have the same
first 24 bits as 10.9.007

steps To get a cat pictue
fcom \')vns-ca/ca.‘\'.pn%
When you download an image , there are o LOT of

he’ruork;ns movins pieces. Here are the basie steps
we'll explain in the next few pages.

@ 33‘\' the IP address

for Jvns.ca
Yo 104.28.7.94

where iS
i
youe Poo-} 80

s 0S
04.28.7.94 program
lqpi'op -%N—S T’Il{sd -}h:-l'
Server UP °orve

® open o kD

1 want to
stact talking TCP

(3) open & TCP connection @ request a cat
to 104.28.7.99 port 80
GET /cat. png HTTP/L.|

@ ‘ Host: jvns.ca
'Ap*op Server

User- Agent: CUf(
with cats ’

-Hns is o “TCP hand shake” re“{};.PS qu}op
we'll explain it in the TCP section 1 L/ .

@ 36"" o cat back @ clean up

HTTP/ 1\ 206 Ok -> close +he connection maybe
Conteat -Type: image/png - P°+ the bytes for

Condent - Lens-}h 123123 Q Jre PNG in a File

<PNG Bvrev Secver maybe
\-J\‘]’))
cats || = look at cots
de-f"mii‘e\j




DNG

* % Step O©: get the IP address for jvns.ca * 4

All net work.‘Qﬁ hagpens by $endin3 packets. To send
a packe‘f’ to a secver on the tnternet, you need an

like 104.28.7.94

ns.ca and 3003\e-com are domain names. DNS (the
“Domain Nome Sys+eM") is the pro'l‘oco\ we pse to

%e’r the IP oddress for & domain name.

what's the &'s 104.28.7.94 V
1" ° 11
g IP For juns.ca? R
r

DNS
‘QP‘\‘OP serveyr

DNS response
DNS request

The DNS request x response are both vsvally UDP packets.
o oo e

When you run ,'$cur\ juns.ca/cat.png | ¢

cucl calls 3e+addrinfo getaddrinfo 1P addcess : "
.‘-ht“-%e'l-addri“fon 'f'inds 'H'\e Sys+m ma.kes Q“- N % Ob-}o.;ﬂea !

£ unclion with DNS server T€quesT To 104.22.7. 4y

“juns. ca" (like 8.8.8.¢) that server &8

Your S'dsfemls defaolt DNS secver is often configured

in Jetc/cesolv.cont.

$.8.8.8 is GOOS\e's DNS secver, and lots of
people use it 11 a great choicel

How packe'f‘ s get sent aciass the ocean

T have o packet for104.28.7.4
but how d0 I se']' 'H\rough all
this TNTERNET
— ) — B-8-8=6-6—(1)
hcme 'lﬂiefmedfaj'e—
router fovters e 109.23.7. 94
undec 'lt'e SQ‘-VQ‘(:’

YOUI" lQP‘fOP
OCEA
When a potckefl' arrives at a_router

720D

T |cwsco éﬂ
e %o

Q

destination:
Toutecr ?

104.28.7.9Y
Routers use a pro‘J‘ocol called 4o

decide what router the packet should g0 1o next:

we acst
i+9f,V

Coo

possible next
steps. where
will the packe‘f
Qo NEXT 70

A pqekeJr can Take o :
. 1
o of different L) N i

routes 1o 3e+ o
+he same destination !

The route it fakes to Sei' £ram
A""B mig"\‘l' be different from B->A.

— o — —— —— — — — = — —— -

J \
Run ‘traceroute goosle.com_j to see

‘ - ——

Exercise:
What steps your packet takes to get +o google. corn.



Local nefwor king

how o talk +o o Camputer 1n the same room

E\Ierg compu+er 18 in o SUBLLQ_t - Your subnet
is the list of computers you can talk to directy.

g\r%‘l‘e/ %" @

lap‘)'op yovr

Whot does if mean to Falk “d‘(ed'(a” to ancther
computec ? Well, evecy computer on the interne

has o network card with o. MAC address.

kella.V You can call me

N )
Oa:58:5¢ sea: 05:47 four \agtopls TP aldess changes

it you go 16 an internet
cafe, bot its MAC doesn't

fuseck
nia(c\ MAC address

When you send a packet to a computer in your
Subnet, Yyou put the computer s MAC address on . To

e‘]' ’H)Q rrant MAC ouY
0 3 1Yo who's 192.16&-6.1007
c0mpu'}er uses c pro:"ocol
cal RP: ¢ u e Tts mel "
led A’ P AC\dreSS b%:cY:44: gq Ye:ay! U

T will
stoce that in
my ARP table V

Resolution Proto col)

—-—--

ARP {ab\e on your computer- TF shoold look ike Fhis -

AC for 192.168.1.120 (my prinTer)
$ arp -na Ul‘;l

? (192.168.1.120) at 94:53:30:91:98:c8 [ether] on wlp3s@ card

“There are 2 kinds of DNS secvers:

Tecufsive owut hor HFative

T can get you an

IP address fo, ANY
webSI"‘e by askin

the fn%h+ acsthorsitad; ve
Server

wanna Know where
Jvns.ca is?
DNS

secver NJalk ¥o Mg¥
like ar}_ ne. cloudfque.cam)

DNS

When You query & recofsive DNS server, hece's what happens:

\ve DNS
i;ka\/e zOE E’Qlk t;\:r:::gx:p?a. permanent
o TH

list of root secvers
avthoritative

PNS servers ? ). roo+ DNS server
Okagy whe(es \)vns,cq? a. rod-semrs et

o, :
o Y w\r\eres d""s qu .ca DNS server
U Q J-ca-servers.cq
ukeres\)vns ca?

IVS.2a DNS sepver
art.ns. cloud Flace.com
04.28.7-94y
and 104.22. 6. 94 °

Recusive DNS secvers u.smlly cache DNS records.
Evecy DNS record has a TTL (“}ime to lve”) that Says how long

to cache it for. Yoo offen can't force them to upda‘}e their
cache. You just have to wait:

recoucsive
DNS secrver

9° 20 mingtes o
I Updx}ed my’ ,wle( ofter eyer3+hin3
DNS records, but the recursive IS great
Whea I visit the DNS cerver now

site in my browse

1 see the old
version M\

Cache vpdates...



let's make
QO DNS requests ©

When you're setting up DNS foc o new domain, often this happens
I doent know .
fecursive
DNS server
@

what that is \[e“'

(NXDOMA W)
Here’s how yov can make DNS queries
fcom the command line 4o understand
what's gaing on:

$ dig Jvns.ca
;3 ANSWER SECTION “
jvns.ca 268 IN A 10%.28.6.94 Yhere can&
268 IN A 104.28.7.94 ( be lois o

“yms. ca

ol AP
this cecord expicesy fan A record is
after 268 secondg an TP address
;3 SERVER 127.0.1.1453
o e T
§ dig @ 8,8.8®

$ diS rtrace jvns.ca

. 50244] N NS  h.root-servers. net

ca., 172800 IN NS  c.ca-servers.net
jvns.ca. 86400 IN NS oct.ns. clood $lace.coam ,\

IP addresses
for one domain

8.8.3.8 is C')ooslefs recursive

DNS server. 3.5.% 3 queries that
instead of the default.

root DNS
/ server !

jvas.ca. 300 IN A 104.28.6.94

these are the 2 avthoritctive
Servers o. recursive Server has

dig ttrace basteally does the
same Yhing a_ recursive DNS
secver would do Fo find your

domain's ip

to query o get an TP for
JUnS. co

UOP

user 4 ad‘agram Pt‘o'l‘oco\

DNS sends requests Using

UDP. UDPisa re.c\lltj simple

Protocol . The Packets look
like this:

UDP header
~ IP stuff~
source port | destination port
length UDP checkssm

~ packet contents~

“unreliable data pro‘(‘oco]”

o
(no%w?gtﬁ{g;ll,)
When wou send UDP packets

they might arcive

. out of order
* never
any packet can actually get last,
but UDP wen't do any ﬂ\u‘ng to
help you.

Poacket sizes are limited

T'm qonna put 2000
chacacters in this packet

won't £i+. 1500
bg‘l‘es is pto babl:j
a better size. ®

* packet sizes are aclually

you need to decide how
o organize your data inte
packe'l‘s Manuql(cj,

ok, 623 bytes
in this packet,
7l'|7 by‘}&s 0
that one...

oo

a svper interesting topic. Search "MTU”

\VPNs uvse UDP

h I want +¢
talk 40 12.2.02.12

Ok stuff all your

dota into o upp
Packet, send i+ 44
™, Il pass ot
along.

VPN
server

S’cream:ns Vides often
uses UDP

Read hffp://hpbn.co/webr'tc

foc & GREAT discossian of
Using UDP in a real time
Pcotocol.




st 2?2/

whws.&_gm*'

Lty © L

ports ace part of the TCP and UDP profucals
(TCP port 999 and UDP port 999 are differert)

When you send o TCP message , you want
Fo talk to o sPeci-Fic kind of program

This would be bad:

U\'\ I'm Qa,
mail secver
.Sorrtj

hu I want +o
%e‘i‘ o webpage

We want to have different kinds of programs

on the same server ! ” - ”Il

So every TCP packet has o Por-l- number
between 1 and 65535 on it:

here’s o TCP packet
With part 80 on i+1

PNS: UDP part 52
HTTP. Tcp port 80
SGMQ common HTTPS: TCP Por‘} p LI

Psr‘]‘s SMTP: Tcp Por‘\‘ 25

(mai 1)
Mine craft: TP+ UDP 25565

Sockets

Step @:

now thal we have an 1P address,
the next step is To open a socket

Lets learn what +hatl is.

your program doesn? kneow
how Yo do TCP

idk what “1CP”is T
just want Fo se'l' o webpage

Tort wora i\
on T worr

code.py T can help? S é
progmm

whot using sockets is like

S'}'GP 1: ask the 0S for a socket

Step 2: connect the
socket fo an IP
address and Pori'

5‘\'QP3: write 1o the
socket o send dafa

4 common socket ‘l:ypes

+D vse TCP o use upp

{fau)

$or ULTIMATE PowER,  To telk to
ping uses this Fo send programs on Hhe

TCMP packets Same computer

when you connect with
o TCP socket+

Bds

(e explain H\.s SYN ACK 4hing sa0n)

J\mS CQ
Server

when you weite o
o. socke

e e
program
splits it up » t
- info pa.cke'ls
é to send it »‘

this socket interface
1S Sread'! the

Operating syshem
does so much
for mel




TCP: how to
reliably get a cat

7

\ J
Sfep@ in ouc plan is ‘opena TCP connectionY
Le¥s leacn What this “TcP" thing even 1S &

When you send a packet on the inernet TCP lets you send a stearn

sometimes i1 gets lost. of dota reliably even if
packets getlost-ar sent
in the wrong order.

}u phicates

Server

how daes TP wock, you ask? WeELLY

how to know what acder the || how to deal with lost packefs:

packels should go in*
Eve(g, pqcke.‘l' says what
[aage of bytes i has
Like his:

When you get TCP datw, you
have to ackngyledge it (AC.K}

once upona Fi « byles 0-13 lteg:.ii's r;:i"vf'
e o;g.cal 675‘]'9( 4+ "5*“ 30 ~42 jvns,cq 'H\otl' sﬁould be

ere wos & M &= bybes 123 |lgerver | 23932 bytes
o

so farV
Then the clieat can gssemble ° s

° ki Ih
l\a" the pieces into: f’rec':;vel::l[ :;"C
6nce upon a time there 28832 byfes | laghp

Was & magieal oyster” TF the server doesn't get an
“The posi+:on of the first b31-e
(0,14,30 in our exnmple\ s

Called the “sequence number”

ACKnowledgemerrl", it il (e‘]‘(g
Sendin3 the data.

ne+uorkin3 layers

Networking lagers
mostly correspand to

diffecent sectisns of
A packet,

I dont always find this
useful but itls goed

to know what

Y layer 4" means

Layer 1: wires + cadio waves

& N2 bits
4 bytes

| destination MAC l source MAC addr l |

Layer 2: Ethernet/viif; protocal .
Your netwock card understands i+.

4 bytes
44— 32 bits ——
| | packet length | o Layec3: IP addresses
| rou‘}e(S look ot this a ot

il l 4o decide where o send the
Source TP gddress pocket next.

Destination IP address

source port destination port | 4— Layer Y: TCP or UDP
Where you ge'i‘ your ports!
4— Layec 5+6: don't really exish here
(+hough people call SSL “layer S")
4—Layer 7 HTTP and friends
Routers isnare this layec
mostly. DNS gueries ,
emails . efe. go here.

G c T
/ H T

l“‘le( 3 I Oﬂls knoL/ _— —_— - =T —_———— .
nehuorking about TP adscesses])  Your home router (goks af
Fool I don't even know
. ‘i";"",iq poct 15 lmders 2434y
. alone wh at the
ignores layec Packet says Your applications mostly warrg
qaad above about layesF but they get

to tell +the operating system

The ool thing is that the what IP and port o use.

Iﬁgef‘s are mosHy ind
Y indepeadent
of each other - You can Ch“"{je The netwark cacd in your

the TP address Llayer ) and Com puter only cares about
not worry about layecs 4+ 2 lagefs 1+7.




*;\jig and now for even MORE g

Welve coveced the basics of how Fo download a
Cat P.‘d‘ore now 1 But there’s a lot more to knowT
Let's talk about o few moce topics.-

We'll explain o [i+He more about netuorking protocals:

- what a por‘(' actually is
-how a Packe‘t' is put together
- securityu : how SSL works
- the diffecent nefwarking lagecs

~UDP and uhs it's amazing,

and hew packets get sent
fram plqce to place:

-how packets 3&’( sent in o local network
-and how packets gef from your house to Jvns .ca,
- n€+w0fklﬂ5 Notation

le’(é leqp,-)
MC\KE!

v
o ©
Yo

\ll 00 302 » 900 O P =

*, The TCP Hand shake 3 R

71y vy v vy yirpnss?

t— 32pits —M8M8M8p

This is what o TcP

SOUT ce Port l Destination Port
Sequence. Number
Acknowledgement Number

header looks | ike‘./.;

the ™ Sequence nomber ”

p«ckl& in Fhe rasht Checksum
order ¥

Eve(c:) TCp cemne.!“on starts with o “handshake” This makes

sure both sides of the canneckion can communicate with each other

N QF =0
client server

But what do “SYN" and “ACK" mean? Welll T¢P hecadecs

have b6 bit flags (S, ACk, RST, FIN, PSK,0R6) Fhat you
Can set (you can see Yhem 1nthe dioara/m) A SYN Packe“'
1S a Packe+ with the Syny ‘Hqs set +o 1.

h
When you see “conmection refused o “connection timeout”

ereors, thot means +the TcP handshak e didn '{— Finish Y

_ T ran nfgflo_fcﬁdgwlp_host")vns co ‘, {n One

- — —
- = - - -

of i:he cu’f‘Pu't

localhost:51104 > 104.28.6.94:80

Flags [S] ’]"LP \
104.28.6.94:80 > localhost:51104 Flags [S.] n nAS\‘ake"
localhost:51104 > 104.28.6.94:80  Flags([.] @

S is for SYN
. iS 'FO( ACK

Jyns.ca IPoaddress




HTTP

S+6p®'- Fmallj we can feqUeS‘lL cat.png !

EV@(7' "'IME 7'0U ge'l‘ a webpase 6r see gn imqﬁe on’me,
Youlre Lsing Surrp -

Trun Ay

HTTP s a pretty simple plaiatext pro%ocal Infact,

it's 50 simple +hat you can make a HTTP ceguesd
by hand right now. lells do i+ YTY

First, let's make afile called (eniuesf_')-x')’

e mmtm e . e e e = ——-

|
'\

| GET / HrrP/1.1
| HO.St ask.metafiter. com

\ User- Agent: zine
i (PU+ 2 newlines at the end)

we'll explain

+his Host: bit
|ater

R S

Then :

.—_—-..___-_ —— e . - e e - e e me - = =~

'ca+ requesT txt ] n¢ me‘hrF ilfer. com & O'

- -— - -, e——— - —

\
!
|
t
I
1
|
|
|
|
L}
|
|
|
|
}
|
‘

‘H\Q m command ( he"'coﬂ' ) Se+5 up & TCP conneclion
to metafiltec.com and sends the HTTP request yoo:
wrote { The response we get back looks li ke

—
.
4—-——-——_—-———" A

'200 oK
'Con‘}en‘l' Leng'H\ 12032\

- headers ..

|
' o bunch of
' ATML

| S

HTTP/2 s the next version of HTTP. 14 very diffecent
bot we're out of space.

-— e - o - — - =~

}Mpor{'an—l’ HTTP headers

-———--—-....-—_.-._-..—-¢--

“ The User-Aaen'}'- and Hast:
: lines are called “headecs"

‘>\_;/ /}\33 give the webserver

extea information about
What webpage you warit ]

‘H‘e HOS'}' hE&J@r‘ -~ m5 ‘quori+eY

dude, do You even know3e
how many websites T

Host: jvns.ca

! tUser- Aﬁen‘l’ zine

N e - ———— — ———-—-‘

o

AN

Secve? You ootta be

m Mmoce sPecJ.c. Jyns-ca
Server

o

-]

NOW welre talkine
Moot servecs secve lots of

diffecent websites . The

Host header lets you pick
Fhe sae you want 1

Secvers alse send

fespoase headers with
extra, information

about +he (espanse -

More usefu! headers

User—-Agen‘l' Accep - Encoding

Lots of servers use Want +4 save

+his o check if yau've bandwid']'h'f Set
Using an old browse, this +o “92ip" and
oc if you're a bot. Yhe server might

Compress your
r‘espanse.

\,Jhen you Ire loaﬂed
into o website,
Your browser sends dada
in this header 1 This
i8S how the server knows
Yov're losaed n.



