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H il This is me:

SUL_IA Evans
b\og'_ :)\ms. CO, ("l)

-l'mHer:@ bOrk

and in this 2me T want to tell you about

how T 30'1: better
at debuggms

These are § Ways T've ckanacd how I 4+hnk aboou T

debuaaus'.

5 Remember the buc& (s hqppenmj

for o Qoalcal feason. Theres no magic.

@ BQ con‘Fldent I can 'le .(','
° maybe this
before is too hard{ how:
@ Talk to someone

g
;
X

00

Tve £Fixed
hm’a buaS
before ¥

T hope You learned
Some_+k.n3 new.
Thanks for readina V

Thc\nks to my Par+ne( Kemal for

endless reviews , to the ama‘zins

Monice Dinculesco (@ netwaldorf)
For +he cover art, and many others.

1+ 4 ov want to know more — my
site has a lot (jVns.coQ and

brendan gregy. com does too.

BU+ f€°\|l7 Yyou JUS+ need to expefimen‘h
7ﬁ3+he5e tools everywhef& See
where +hes help and where +he7/ don .
I+ tckes o lot of Pmcﬁce to usethese
tools 4o c\ebu3 real problems,

I've been lec.rnms them For 2 gears, and
Tlve So‘Hen p«'e‘Hy far, but there's Q'OQS

Way +o go. It's rea“%"'un NVAVEY



¥ lame qraphs

2 8 & &
Flc\megrc\f)\ﬂs are. an awesome ua«b to

visualze CpU pecformance, Populanzeé \0-3/
Brendan Gregs‘s Flameﬁrqph.f)l tool.

Here's \what they lock Like:

|
)
T [ tecth %Y, |
alligator 8069,

eat (0%, W:d’e
pande 20%, [

main 100, —

They're constrycted from collections (USquté,

theusands) of stack traces sampled $rom

APrOGram ., This sne cbove means 30,

of +he stack +races stacted with * main, n
mMmawn " -.3.‘\ °f

and 167 with ° pande

ch’

You cen construet Ahem from pecf recardings

(look UP‘\ Brendan Greqq -Flamesraph" forhow) , but lots of
other unrelated tools can produce them too. I R them,

E Know my debuggag too kit

before

©

A

a most im Oﬁa”‘ﬂ‘ji T learned to likeit &

before . now
= / oh no

(&) ¢
)\ S Jetermined Soliq
what goo'l Jearn |

I con't teach Jou v 20 pages to be
(T tey qm‘um‘\
c‘_on-ﬂden'f or '('o Q7 AQbusgma . I can

Show tjou Some o‘f rmj de.buga.ng )
toolkit

the +4ools I reach For wWhen I have
a c/ues+;0"\ about uhat M? PFOS(O/"LS
are éoms. T hope at +he end o have given

YoV -2 rey micloscopes 1o use.

T want +0 know

LTHING but T §ontt
know hows 1o find tout

1 +hnk I'm about
to learn Some’"kmg,




Section 12 I/0 and
% 555—\em calls &

He”o, dear reaéerq Tn this zine/ Hhere
are 3 sections o tools that 1 love.

For each tool, T'll tell yoo why s osefol

Cmcl snve, an €x ample. Each one 1S ea‘”\er

- )

Some of the most basic questions Yoo
nng\rrt have w hen \/oul?s into a
mis behaV'n3 machine are-

- isthis madme wrrhng to or reaé\nf'j
feom disk ? The network?
- ore the progrems fe.aémj‘files? Which
files?
So, we're SJ(adms with $1ndng oot
which resaurces are be@g_nggé and

what our programs are domg. L

et's gol

SpY on your Py v

yOUY‘ CPU kO\S oy S"IG.“

Cache on it (the L1 cache )
that it can access |

N
~ 0.5 nenoseconds !

faster than RA M

tip:
8005\e ! La‘}cnc(}

Numbers e\/ercj

p(osramm ey )
should know .'

14\ you’le 4!8in5 'l’o c(o an oPe(oﬂ 0N

"M Mico seconds, CPU cache usage matders!

how do I knouif
@ mt; program s using
X those caches?
/\

— — —_— — — — — —

r\hou “'O .,’per—f' S‘h'} -C Li'dfache-loac\—wsses\,
use it | fs 1T

==

This runs \Xs' ancl Prm“'S o fQPOH ot -H\e end .

Z hO\A l't Your CPU can keep &Il_ lt-.?{s-gigounfeg
-44 wor ks | about hat 0 doms,iper‘f‘ stat! asks

- ———

it to count -}\\m&_g +then collects +he resott.

@, Hardwo«(e 1S c_q_g_\_ . know N? more abaut how

Y Lﬁou( harduare works can re““b Pqﬁ of§ %



Per'? s For es/eﬂjone

One daus' T had o server that WS Lsing

1009, of s CPO. Within cbout 60 seconc(s}
T knew Tt was don

in Robx_ How? 3 reﬁ"l“‘ expression Ma‘*chm%

S _ = \ .

T T T T T T .'

, Precess  PID /o Sonchion,

'l r“’b‘) 19837 FH# madtch-_at |
W J

Pe"’F +GP doesnt alquS help-
Fac $rom |+~ Bu‘f‘
tool to ’(‘r%, and

when it does help.
,WV\NVWW\'\M\AMW\—W

Ve eSP"’ic‘“‘a Sava and node devs‘;

2

RUL%'S winternel \_k

4 reaup mq+chm3—Fu,,d,'o,,
AN

i1 an eqsv;
|
s Gwes ome

Rcmembe( when I said Per‘f onlta know s
Cfunctions 7 T4k not quite tcoe. nOJe.j.s

and the VM (JGVA,Scafc\,c(one...) hove both
+aush+ pe(f about their functions .

N N

Use the Look vp ‘Per‘F-qu-qjmi’

--pecf -basic -prot on GHHob and followy
commana( line OP)“W‘ the durec+lon5

N -
= dstat [ Z
T love dstat because i‘f’S

Super simple . Evercj second,l'{'

prints oyt how much network and
disk your computer used that se cond.

Once I had an interm ittently slow database
server. T opened up dstat and stared at
the out put while moni:forin% Jatabase speed.

-—— -

:$ds‘(‘a't_{

send lrecv

100
! APSY &E
o p"““‘-’* Shorn
I Sk
. (o}
300 M6\ ppA1ABASE
48 MG 6E1s SO
8 —‘) back to norma

CO\)\C\ 300M@ COM{nfj in over _qu }
neluor K Wean .. o 300MB dato base 94U "
S MESY T
This was an AWESOME CLUE +hat
he\peé us (solate ffhe,p(ob(em querﬁ)



Q V [7 D pe T
O ?erf is not s(mple or e\esom'f. Itis a werd
(1 howe & s&r«c: o) multitool that does a bunch of diffecent, very
uckec on ™ P vseful +h, Uoral l
S 7S+ First! T4 al\ Samping

Sfrace ) m«.b ‘Fo\\:ouri‘i'e prosrqm. It Prm‘fs \_Ei”er f
Tey conning -
LA n 9:

e\l(’f‘a 335+em cq“ your program used . Z‘i's

—
—
— e e— ——— e— e — e

[
G cool way to 5@"‘ an overall pied £ what $ t
p'c ure o \wWwnq YOU(' | SUd
. O pe o
Pfogroam is do-na)and 1 ¢ vsing t o answer I_"_ - f f YECO—(A PKJ'HOOV) Eo Xooves
?095"!0115 like " which files are belf3 OPCM’J.?” T (pl’e“‘ Ctel +C ofter 2 SeamdSX ST “Pf'.:fl’-eda‘fa“
j- - m - = == = - T T ===, ul:\‘:_‘_ f{-e;o{ds/ ever 'FQV\/ m‘“‘S'QCGnASJ
| $ strace python my_program.py: s ¢ ¢ P4thon process is doing . Lel's
T T T T T hedediatmes., T T T T ¥y See the resolts | 3
‘3:" open("/home/bork/.config file") = 3 "f$*5‘d - — - —=-—,
saev\read(3, "the contents of the file") 120 ffei‘c_re_PO_f'f’;
(;; eo- hundreds of lines ... M‘“e SQ%S ot spenf 570 of ids timein
;(connect(S,"".172'.'217.0.163") the PyDict. GetT4em Funchion. Cool !
& sendto(5, "hi!!") We learned a{'m%%mt} about the (Python ln’rerpre‘hr!
steace can make your progroam j“5+ C functions works evetgwkefe QQ}
ron SOx slo . n'+ 1
bwductin do.::L q?;, fun 11 on your 1€ you're o Python /Ruby/ pect can be installed
Sava/ Node programer, you|  on pretty much any, Lioux
T can? do jyustice to strace here, but I have might be getting antsy. machine. The exact
O whole other zine abgut t+ ot *I went to know which Features 1t has will
E‘_’E‘a Sfonction is runnmg‘. dfpenc\ a [dtHle en

\ vns. ca /Z.' nes Not +he C Function! Gove keenel version.
J Stick adh me '\‘housla, I get you,



section 3: CPU + FHerky

Your prog(c\ms SPend a lot ofFtime
on the CPU‘ Billions o‘? CyClE’S,
Whet are they DoOING?!

This Sec+\on 1S about us|n3

to answerthet ques“’\oﬂ) o Lmuxfonlxg

tool that (s exdremelu usefol and not
as well - known as it s ould be U

(in 3enem\, m4 aim 1 this zine is to shoucase
tools +hat 1 dont +hink 3e+ enoush Y Q)

Some ‘”’“"135 1 didn’t hove SPGCQ-

’S:or tnthis section bot I waant to
meﬂ'hon an%uo\.é',

- valarmc'

'ﬂ\ﬁ JSave, ecos\ds‘{em'.s fantastic
tools (J S"'Gck, VisualVM, Mission Contro\, \/au(k.’-l\

U‘\t(‘\ \/ou( [Qns\)c\sg (s P(ob&u;a 3'ec-lous O'F

~fcace (Sor Linux kemel perf peoblems)
-eBPF

opensnoop ¥

execsnoop ¥

. — — — — — —

it ow il Prmt ou’t every £ile

bemcj opened by o program, You m-‘gk’c think . ..

oo Strace candothis ce
ool Toust vse ,3 ed you ueuld be rfsk{’. But
strace -e open -p $91D strace can make your
pregram run [Ox slower.

Opensnoop won't slow you doun,

exec snoop tells you whet programs
are bewng stacted.

= how 1o get it T = how i works =
opeasnoop is A script

that vses o new kernel
feature cq“t&::\e‘.éef';:.
eBPF is fast/V -

Requcres: Lbondo 16.0Y +

or aa ~4Y+ kernel version

T nstel)ation instroctions:

Thece's also an opensnooD
on 0SX & gsD!

That one is pouered
|D‘/ DTrace. eRPFE
IS super pouersyl.

Read 8(80(;0\11 6“33'5

blog to learn more!

Si‘H\ub. com /iovisor /loce ~tools

This uon't work ovi man
servers ‘foéc}«jl bot keep
(+ in mind . One dm/
‘/OU'“ have secve(s funnin5

O Newer Kc.rne.\ .



W\ Vs = -

section L:1 networkings

2 AP R

Tve devoted a (ot of space n thg 21ne to
ne{uorkmﬁ tools, and I want 4o explam whtd.

A ot of the programs T work with

(ommunicate over HTTP,
responst

r eryucs‘{’

m% “ "
W = =y name: -fuff(u '
(35-1 aqr | PBCT {cator:"stue " §
Cat \q

E\Ie’rc}I Pcosrammulg lansque oses the

Same net work Profoco‘S | So the
nd’work (S & Nnice lansuaae- méepenc)en‘f
place to answer ciues'tnons ltke :

* was the r??ues‘f Wwrong, 6r uas
i+ the response?.

* (S m«b seryer even on?.

' my program s slow. Whose Faolt s
(t?

Le‘t‘S 80?’

wireshack @
Wiceshark s N GUI +ool

for network omalas"s, Here's an exercise to

— - — - e— ) — -
- — — — — = —

— —— - — — — — — — —

\dk&\& -Hna“’s runnmal oPen mdq—?.l‘)er.com (n
‘30\'( browsger. (orjvns.ca 3) Then press

Ctel+C 4o s‘i‘op ‘rcpéump. Now we haove &pcapl

—— - ——
e e . e - oa— e

:‘ wiresheark h'H'P.pcc\P‘.:

- - -

EXP(o(e the \:Jires‘nc‘(l:.'\_;\‘ier'?qc—‘e!
QUQS‘l‘\o/\S YOU Can ‘t‘r(a‘to answer .

@ \rJha‘\' HTTP heaaers dnd Laour bebJSQr

send to metafilter. com’?

———
——————— —— — - ¢

(hint: Search ;amee contains “()ET"ﬂ

— o —— — - —— o s —

@ Houw 10"\3 did +the lonscs‘(' reciues‘(' take!
(hint: click Statistics - Comsersa‘\iona

@ Hou mMmony po\ckc*f‘s wese U‘Ch«ngecl )
|
with metafiltec.coms server? 1\;:;?3:&;?“

o —— —— — —

-
(hint: seacch \:Lp.ést:-: sq.lse.vs_.’s_y)

—————
— —



R cpduomp  ©
‘&deump (s the most d$ficolt

ne‘\'uorkm\cj too| we'll discoss here,
and 1 took me o wiile to @ it
T use it 4o sove network teo 5% ¢ to

QQQ‘%ZQ lo\tfr‘,‘ ;! Iauesomefkmg

-~ -=~- “port 8997" ;5

SUclo tCPdUMp pof'(' 8997 \\ adua“\) A‘hm*

program ‘n the
“Berkeley Packet
O Ftec(BPR)

- 'qnsunge. BPF
/

— e —— — — — — — -— —-

(
(
f_
‘| N SQN\“CQ-PCC\

e e— e e e S—

-

—_—

a’ peap —Filell (“ Packe‘f cqp‘fure'ﬁ is the

S‘}anéo(d for saving network teatfic.
Eve.«/'”\ma Undgc-h,m,}g PC"‘P'

Seme siduations whece T/l use ‘}cpdumo*.

- I m send ing a reques+ to a machine and
I want to know whether ii's even qeHing there
(epbomp port 88 vl print cvsy packet opport €0

I have seme slou network connections and
L vant 4¢ knou whether Fo blame the client
or server. (ue'll also need wireshark!)

-1 )us“' want Yo p(m"’Ou"' Packe+s 1o
see them (‘\'CPOUMP 'A)

filters aef co,np',,ec\
and {hej on ceally
'FstY

v !
’/’

\
\ \ ' s&l& ",-

‘
Al

- A L(O' \ N
C 3,\\0":;0\90'“014:\.0(5‘ A
’ 0.( \'so( !
‘; ‘\e{' / !

/

HTTP feques'ts are fundamentall

'““‘3 stmple — ‘U\e%'fe 'JUS'(' text! To see
that, let's make one btz hano\Y First, make q

- siles

,' (e(iuGS'( Axt |

-
—— - - =

- - -

- —
- — |

| o o

I GeT ¢+ HTTP/1.1 |
: Host: ask-rze’tafilteer.com '
( User-Agent: zen .
[ (2 new\"‘“! ampor'fan{.,l'
‘ —

—_—
—

tcat

nc stands Foc ne

’n\en: -

|
P

' § cat request. txt | e metafdter. com 80 |

- ———— — -
-— -~ - —

- - — -

- -

- - -
—— — — — -
- - -

- —
——— s s oy — —

You shoold 861‘ a response back with o\b:‘nch
of HTHL\, You can also LSE ne‘l’cc\’}' ‘fo'sen |
e £iles over & lo cal netuork qu\ckls.

hog

S‘iepi’ . (on {alﬁt‘l’ mac‘-mew S’tef 2 (on the sou(Ce)

———— — — —

r B l‘
| $h05‘lno~f"\e -T L (at b\'s&'\c l \
: 192.168.2.132 - - ':.:nc \qzlég’z’gzqq'gﬁ%f
; $nc -1 94931 >b-‘3§\‘_\§i e s = - T 7T
7.\_,_- AL =

this licdens on the port ' this sends the data )



Evertj network reques‘t 86’\'5 sent to
o PQ’(I (like 80) on o compster. To

recewe o rec,uert, o program (okes ecver”)

heec\s to be“\-'sfenmg" on the Por’f. F‘mdmfj

6ut hich programs are L‘s‘fem/\»j on which
ports is reallj casy . Tt's jus‘('

X0
S cof
¥ 5o

N\ h
‘% ‘(‘unQ, Pleo\seg % "-\éé";‘éo

also known as g

— — — — — — — —— —

sudo netstat -+on c:f;( \

— —_
—
— — — — — — —

Herels what L»bool“ see’

[

~

P_r_g_t__q local address plo/pfogf‘clm name
tep 0.0.0.0:5353 299 /python

pori’ /
SO! T @ netstat because

- -
- - - - -

— —— — — -

n fQP (S ij ‘Y'GVOur"L’te s‘l‘ar‘fer networ K

SPY tool & Tné i right now ! Ron:

- - . - - - - —— - - -
T - -

-':’SUCXO ngrep -d any meJCon’Ll’(e(",,

— - — — -— - -
- - — — —— - - - =

’I/hen g0 to htfp// metafilter. com
in vour beowsecr. You should see

matching network packe‘rs tn nS(CPS

oufPu ‘! We are SPIES U

Kecen‘f(tj ot vor I'd wade a chang €

to o client so that it sent
{“spec'cc\l_{d”t .\ wdh all s

cequests . 1 yanted +o make sore

(T was working, so L ran

T — — — — S—

T found out that c\/ef‘b‘?"" ""3 wags Ok Ll)



